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1 Parameter configuration

1.1 Preparation before router configuration

After completing the hardware installation, you need to ensure that the management computer has an
Ethernet card installed before logging in to the router's Web setting page.

1.1.1 Obtain ip address automatically (recommended)

Please set the management PC to "Obtain IP address automatically” and "Obtain DNS server address
automatically” (computer systemDefault configuration), the device automatically assigns.an IP address to
the management PC.

1.1.2 Set static ip address

Please set the IP address of the management PC (for example: 192.168.2.11) and the IP address of the
LAN port of the device in the same network segment (the initial IP address of the device's LAN port is
192.168.2.1, and the subnet mask is 255.255.255.0).

Open "Control Panel"-"Network and Internet"-"Network Connections"-"Local Area Connection" and
modify as follows:
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1.2 Login configuration page

Open IE or other browsers and enter 192.168.2.1in the address bar. After the connection is established,
log in as the system administrator (admin) in the pop-up login interface, enter the password in the login
interface (the default password is admin).

& @ A Notsecure | 192.168.2.1/cgi-bin/luci/ o 2 % O & @
ZSeriallink
Z-Seriallin

Lanquage:  English v
Authorization Required

The default login password is admin. If the user needs to protect the configuration interface to avoid
being modified by others, you can modify the login password, click "Equipment Manager"-"Modify
Password", thenfillin the password to be modified, and then "SAVE & APPLY", as follows:

Lo bl Router Password

@ Network Settings

[ Route Settings

f# Service Manage ;
Password

el

= VPN Service
Confirmation

el

‘K System

Date Time
Language Setting
SAVE & APPLY
Modify Password
Backup File

Update Firmware

Factory Reset

Reboot

WEB: www.seriallink.net e-Mail: info@seriallink.net
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2 Network Setting

2.1 Modify static login page address

The default static address of the router is 192.168.2.1. You can modify the static ip address in the
navigation bar "Network Settings"-"LAN Setting". After the modification, the new ip address willbe usedto
logintothe page.

IP Address:Fillin the ip address to be modified.

Netmask:Fillin netmask.

Route S i
A Route Status Network Configuration

@ Network Settings

Aplirin LAN Configuration
WAN Setting
General Setup
LAN Setting
Uptime: Oh 13m 35s
2 Status P
DHCP Setling ; MAC-Address: 70:83:.D5:E6:00:11
& RX: 261 48 KB (2720 Phis.)
Wireless br-lan TX:944.76 KB (2521 Pkts.)
IPvd: 192.168.2 2/24
Time Reboot IPv6: fd19:7¢82:39dc::1/60
Network Backup IP Address | 192.168.2.2
Watcheat
Netmask  255.255.255.0 e
Diagnosis
Load Balancing Gateway
[ Route Settings ONS V)

r# Service Manage

= VPN Service

K system SAVE & APPLY

< C A F=s[192168.22)cgi-bin/luci o & 2 % O @ (=5 :

ZSoriallink

IBE: = (Chinese)

WEB: www.seriallink.net e-Mail: info@seriallink.net
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2.1 SIM card 2/3/4G Internet access

The router uses SIM card 2/3/4G to surf the Internet by default. You can see the information of the SIM
card in the navigation bar "Routing Status"-"Status", and you can check the network is 2/3/4G and the
signal of the mobile phone card in the upper right corner.

ZSeriallink

Routing Status

Status
Routes

Log
Network Setting
Routing Setting
DDNS/FRP
E VPN Service
® System
B

Logout

4G il

Cellular Status
SIM CARD
CoPs
Cellular Network
Frequency Band
CEREG
Signal Quality
Card Slot
IMEI

IMSI

SIM READY

UNICOM

LTE

01

28

SiM1

862138050326664

460012238632850

If you use an ordinary mobile phone data card, you don't need to care about the location of the APN
setting, and the default is empty. If you use an APN.card, you need to set the APN in "Network Settings"-"4G
Modem"-"General Setup”, fillin by yourself.

A Route Status

@ Network Settings
4G Modem
WAN Setting
LAN Setting
DHCP Setting
Wireless
Time Reboot
Network Backup
Watchcat
Diagnosis
Load Balancing
™ Route Settings
rh Service Manage

= VPN Service

¢ System

[ Logout

Mobile Network

SIM Settings
Advanced Settings
Enable
APN
Username
Password

Auth Type = none

PIN Code

Abnormal Restart

Enable (J

Ping IP address = 114.114.114.114

Abnormal number 10

L]

seconds. If the Ping IP address is not su

s the abnormal

| SAVE & APPLY

WEB: www.seriallink.net

info@seriallink.net
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Network diagnosis: It is to deal with network abnormalities. Ping the set ip address every 5s. After the
abnormal humber of pings, the network still cannot be pinged, and the network will be re-registered. You
can set network diagnostics in both "Basic Settings" and "Advanced Settings”, or you don't need to enable
network diagnostics, just leave it unchecked.

hiRouiestams Mobile Network

@ Network Settings
4G Modem

SIM Settings

WAN Setting

General Setup Advanced Settings
LAN Setting
Enable
DHCP Setting
Wireless APN

Time Reboot
Username

Network Backup

Password

]

Waichcat

Diagnosis Auth Type  none A

Load Balancing
PIN Code

™ Route Settings

r# Service Manage

= VPN Service
Abnormal Restart
« System — - |
[ Logout
Enable O
Ping IP address  114114.114.114

Abnormal number 10 -

SAVE & APPLY

"Network Settings"-"4G Network"-"Advanced Settings" can bind 2/3/4G. If the service type is selected
as LTE Only, it means that only 4G network is used. If it is not 4G, there will be no network automatically .
The default is 2/3/4G. Which one will be used first if the network signal is stronger, and 4G will be used first.
Locking the frequency band is forbidden. The frequency band with good signal is preferred. You can also
lock the frequencyband according to your needs. If the locked frequency band is unsuccessful, the module
does not support this frequency band temporarily. Click “SAVE & APPLY".

WEB: www.seriallink.net e-Mail: info@seriallink.net
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@ Houte Status Mobile Network
@& Network Settings

4G Modem SIM Settings

WAN Settin
< General Setup

LAN Setting

DHGP Setting

IP Type  IPVAVG e

Load Balancing

™ Route Settings

2y SenviceMansae Abnermal Restart

= VPN Service

' System

cnable O
Bl Enable

Ping IP address = 114.114.114.114

Abnormal number 10 ~

SAVE & APPLY

Note:

» Ordinary 4G mobile phone card can go online without worrying about APN settings

» If you use APN dedicated network card, you must_ fill'in the APN address, user name and
password

» Different operators have different specifications of APN dedicated network cards, APN address,
user name and password (if any, pleasewrefento the chapter of APN setting table) or consult the
local operator.

2.3 DHCP server

DHCP adopts the client/server communication mode. The client makes a configuration request to the
server, and the server returns the corresponding configuration information such as the IP address
assignedto the client to'realize the dynamic configuration of the IP address and other information.

DHCP client configuration (usually the default): select "Network Settings"-"DHCP Settings" in turn,
“SAVE & APPLY".

Turn off DHCP: Click to turn off the DHCP server

Start: the starting address of the assigned dhcp server, such as 100, which means the assignment
startsfrom 192.168.2.100

Number-of customers: the number of IP addresses that can be allocated, ensure that the starting
number plus the number of customers cannot exceed 150

Lease time: the length of time of the assigned IP.

WEB: www.seriallink.net e-Mail: info@seriallink.net




‘:.:::f:":::;S(}[’iﬂ"i“k® SLK-R602 Series Industrial 46/3G Router

A Route Status

DHCP Server Settings

@ Network Settings

4G Modem
WAN Setting

General Setup IPY6 Settings
LAN Setting

DHCP Setting Ignore interface O

Wireless

Start | 100
Time Reboat:
Network Backup

Limit = 150
‘Watcheat
Diagnosis
e e ] Leasetime  12h

[ Route Settings

r# Service Manage

= VPN Service
Static Leases

X System

B Logout

Hostname MAC-Address 1Pvd4-Address 1Pv6-Suffix (hex)

This section contains no values yet

2.4 WAN port settings

2.4.1 DHCP client

Navigation bar "Network Settings"-"wan Settings", Switch protocol of the WAN port to a DHCP
address (DHCP client), and the upper-level device needs to be able to assign an IP to the wan port.

f Route Status Network Configuration

& Network Settings

LI WAN Configuration
WAN Setting z
General Setup Advanced Settings
LAN Setting
Status Uptime: 0h Om 05
DHCP Setiing #°  MAC-Address: 70-3.05E6:00-12
etho.2 RX: 0 B (0 Pkts.)
Wireless TX: 227.60 KB (684 Pkis.)
e o Protocol | DHCP address v

Network Backup

Watcheat

Diagnosis

Load Balancing SAVE & APPLY

2.4.2 PPOE dial

If the wan-port needs to dial-up to access the Internet, you need to select ppoe dial-up, and fill in the
user name and password according to the actual situation.

WEB: www.seriallink.net e-Mail: info@seriallink.net




‘:.:::f:":::;S(}[’iﬂ"i“k® SLK-R602 Series Industrial 46/3G Router

A Route Status

Network Configuration
@ Network Settings

sl WAN Configuration
WAN Setting
General Setup Advanced Settings
LAN Setting
Status Uptime: 0h Om Os
DHCP Setting 2 MAC-Address: 70 12
eth0.2 RX: 0 B (0 Pkts.)
Wireless: TX: 240.42 KB (722
jLaEs ERboat Protocol | DHCP address ~

Network Backup

DHGP address
Watchcat

Static address
As lan

Diagnosis

Load Balancing SAVE & APP

f Route Status

Network Configuration
& Network Settings

4G Modem WAN Configuration
WAN Setting =
General Setup Advanced Settings
LAN Setting
Status Uptime: Gh Om Os
DHCP Setting i MAC-Address: 70:B3:D5:E6:00:12
stho.2 RX: 0 B (0 Pkis )
Wireless TX: 243.32 KB (731 Pkis )
e Protocal | PPPoE .
Network Backup
Username
Watcheat
Diagnosis Password =
Load Balancing
Access Concentrator | auto

[ Route Settings

rh Service Manage Service Name  auto
VPN Service
¥ System

Logout

SAVE & APPLY

2.4.3 Static Address

The wan port can also choose to set the ip address manually.

Protocol: Static address

IP Address: It can be in the same network segment as the upper-level route, but the upper-level route
cannot be the same as the address of the LAN port of your own device, otherwise conflicts will occur. For
example, the superior routeis 192.168.1.1, so write 192.168.1.xxx here.

Netmask: generally 255.255.255.0.

Gateway: suchas 114.114.114.114, 8.8.8.8, etc.

DNS: such as 114.114.114.114, 8.8.8.8, etc.

WEB: www.seriallink.net e-Mail: info@seriallink.net
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A Route Status

& Network Settings

4G Modem
WAN Setting ~
General Setup
LAN Setting

DHCP Setting

Wireless

WAN Configuration

Network Configuration

Advanced Settings

Status

Uptime: 0h On

Time Reboot
Network Backup
Watchcat

Diagnaosis

Protocol |  Static address

IP Address

Netmask

192.168.1.100

255.255.255.0 ~

Load Balancing
Gateway
9 Route Settings
DNS @
# Service Manage

= VPN Service

‘*® System

I SAVE & APPLY
B Logout

2.4.4 As Lan (convert WAN port to LAN port)

If you need to convert the WAN port to a LAN port, change the'wan setting protocol to "As lan", click
"SAVE & APPLY", you can convert the wan port to a lan port.

Route Statu: -
St e Network Configuration

& Network Settings

el WAN Configuration

WAN Setting

General Setup
LAN Setting
Status Uptime: Oh Om Os

DHCP Setting & MAC-Address: 70 5:E6:00:12
Wireless

Time Reboot | |

v

Network Backup L

‘Watchcat

Diagnosis

Load Balancing I SAVE & APPLY }

2.5 Wirel AP

.5 Wireless

2.5.1 WIFI Access Point

The router supports both the wireless AP and the client to be turned on at the same time. It can open a
wifi for other devices to connect and connect to other wifi. This function can realize wireless relay.

The router generally defaults wireless AP to be turned on, there is a wifi name of SLK-Routers_XXX,
the default password is slk100200.

Click DISABLE to close router’s AP for your needs.

Modify ESSID to rename the WiFi.

We suggest a Mixed Mode for the AP Encryption and also the Key should be modified too.

Channel and Width have an impact on wireless quality,change them according to the actual use
environment.

After the configuration is complete, click "Save & Apply" to make it effective.

WEB: www.seriallink.net e-Mail: info@seriallink.net
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f Route Status

WIFl Access Point | WIFI Client
& Network Settings

4G Modem

; Status Mode: Master | SSID: SLK-Router_E60011
LI BSSID: 72:83-D5-E6:00-11 | Encryption: WPAZ PSK (CCMP)
_ Channel: 11 (2.462 GHz) | Tx-Power. 0 dBm

AN Sattig 0% Signal: 0 dBm | Noise: 0 dBm

ST Bitrate; 0.0 Mbit/s | Country: CN

Wireless Wireless network is enabled [EVEIY:IRS

Time Rebaot

ESSID  SLK-Router_E6O011

Network Backup

iy Hide ESSID [

B Encryption  WPA2-PSK v

Load Balancing

Key | woososes 2
£ Route Settings
. Channel | 11 v

# Service Manage

VPN Service Width  HT20 v
*® System wos O

B Logout

2.5.1 WIFI Client

The WIFI Client is not enabled by default, you need to check.to enable. it in the navigation bar "WIFI
Client".

A Route Status
W hcess Pin
& Network Settings

46 Modem
Join Wireless
WAN Setting
Sty = Interface not present or not connected yet
LAN Setting _ Interface not present or not connected yet
—
Enabie U
Wireless

Time Reboot

Then select the client wifiinterface: = select WIFlin the SSID list, change the security option according
to whether there is a password,No Encryption WPA-PSK.WPA-2PSK WPA-PSK/WPA2-PSK Mixed Mode,

WDS is not checked by default.
Join Wireless

Sy * Interface not present or not connected yet.

Enable

Scan SCAN‘
SSI’3| _ TEST_AP v|

Encryption | telunche
SLK-Router_2G-1DC8
SLK-Router_2G-0009
SLK-Router_2G-0015
SLK-Router_2G-0398
wos | hbps3
SLK-Router_2G-1234
ChinaNet-gEQX
Labpano

Key

74-HP M283 LaserJet
n_Wi-Fi5

Interface Configuration onlywon
-- custom --

Protocol = DHCP address hd

WEB: www.seriallink.net e-Mail: info@seriallink.net
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Join Wireless

it “ Interface not present or not connected yet.

Enable

Scan EESEAY

SsiD EEES v

Encryption WPA-2PSK v

Key

wos O

After successfully connecting to WIFI, the WIFI status will be displayed.

Uptime: Oh Om 225
MAC-Address: 70:B3:D5:E6:00:11
... R 705.74 KB (2703 Pkis.)
Client "SRR 1x- 26 65 KB (120 Pkts )
IPv4: 192.168.16.64/24

Status

@

WIFI wireless client advanced settings protocol selection:

A.DHCP address (default): The WiFi client-automatically obtains the IP address assigned by the
superior route.

B.Static address: The WiFi client uses the user-configured IP address, subnet mask, gateway, and
DNS.

C.Bridge Lan: Use the LAN port configuration IP address, subnet mask, gateway, DNS, Lan port
configuration reference WIFI wireless client advanced settings static address (relay mode select
this item).

Interface Configuration

Protocol

Static address v
IP Address 192168 16.65
Netmask = 2552559550 Y
Gateway = 192.168.16.1
DNS | 192168.16.1] =
Status Uptime: 0h Om 255

o MAC-Address: 70:B3:D5:E6:00:11
2 RX: 49.93 KB (167 Pkis.)

Client "SEH5E 1y 2 38 KB (14 Pkts)

IPv4: 192.1 E-F 6.65/24

WEB: www.seriallink.net

e-Mail: info@seriallink.net
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2.5.3 WIFI repeater

This section describes how to extend the wireless signal length by means of relays. In this

configuration mode, the computer terminal connected to the SLK-R602 is in the same IP address segment
as the main wireless network.

(DChange the local IP address

It is necessary to modify the local IP address of SLK-R602 to be in the same network segment.as the
main wireless AP. For example, the IP address of the main wireless AP to be connected is 192:168.16.1, then
modify the IP address of SLK-R602t0 192.168.16.65. It should be noted that the LAN port gateway is empty by
default. After using the relay mode setting, if you need to connect to the Internet through the WAN port in
the future, you need to delete the gateway information in the LAN settings to avoid the situation of being
unable to access the Internet.

SiftoliEsaus Network Configuration

@ Network Settings

4G Modem
WAN Setting
LAN Setting
DHCP Setting

e
Wireless br-lar

Time Reboot

Network Backup
Watcheat

Diagnosis

Load Balancing Cateway 192168161

[ Route Settings — 2]
ONS | 192 168.16.1

A Service Manage

= VPN Service

®@Connect to the main wireless AP

In the navigation bar "Network Setting" - "WIFI Client", check to enable the WIFI wireless client, and
configure the connection to the main wireless AP. For example, the SSID of the main wireless AP to be
connected here is 3% Bx 55, and the password is slk100200,Search and select the SSID as shown in the
figure below, fillinthe password, select “Bridge Lan” from “Protocol”, and click “SAVE & APPLY".

WEB: www.seriallink.net e-Mail: info@seriallink.net
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A Route Status
W Access Point
@ Network Settings

4G Modem

Join Wireless

WAN Setting

— Uptime: 0h 0m 0s

LAN Setting = MAC-Address: 70:B3:D5:E6:00:11
Client 255553 RX: 60.99 KB (596 Pkts )

DHCP Setting TX: 672.71 KB (897 Pkts.)

MiiEicrs Enable

Time Reboot
Scan U]
Network Backup

Watchcat SSID  SEER
Diagnosis
Encryption  WPA-2PSK v
Load Balancing

Key | sessseses

el

[ Route Settings

i s B
r# Service Manage wos @

= VPN Service

® System

B Logout

Interface Configuration

Protocol | DHGP address b

SAVE & APPLY

It should be noted that in this mode, the main wireless AP no longer assigns an IP address to this
SLK-R602. Therefore, the obtained IP address will not be updated in "Status”, and you can confirm whether
the connection is successful through the icon colorand MAC address. The picture below is successful.

Status Uptime: Oh Om 0Os
& MAC-Address: 70:B3.D5:E6:00:11
Client "Z52E52" RX 162 .64 KB (862 Pkts))

TX: 742,51 KB (1162 Pkts))

®Disable DHCP

Disable the DHCP server function of the SLK-R602. In this way, the SLK-R602 no longer assigns IP
addresses to the connected devices, and all devices connected to the local area network are assigned IP
addresses by the main wireless to realize communication on the same network segment.

WEB: www.seriallink.net e-Mail: info@seriallink.net
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A Route Status

DHCP Server Settings

@ Network Settings

4G Modem

WAN Setting

General Setup IPVG Settings
LAN Setting

DHCP Satting Ignere interface

Wireless

Time Reboot

Network Backup

Static Leases
Watcheat

Diagnosis

Load Balancing

[ Route Settings

Hostname MAC-Address IPv4-Address |Pv6-Suffix (hex)

r# Service Manage
E VPN Service This section contains no values yet
® System ADD

[ Logout

SAVE & APPLY |

2.6 Time Reboot

Navigation bar "Network settings" - "Restart time", the user can check the enabling and set the daily
restart time, pay attention to check whether the device time is correct, click the button to modify the
correcttime.

A Route Status

Time Reboot
@ Network Settings
4G Modem
'WAN Setting
T Local Time 2023-06-06 09:01 4
DHCP Setting Enable L

Wireless

Time Reboot hour g6 .

Network Backup minute 0o v

‘Watchcat

Diagnosis

Load Balancing

. SAVE & APPLY
3 Route Settings -

2.7 Network backup

Itis mainly used to connect the Internet, whether the wired (i.e. WAN port) or 4G network or WiFi client
ispreferred, the network with the main link is preferred, and the network with the backup route is used
when'the main link has no network.

Network backup is off by default. You need to check enable and then configure it according to the
actual situation.
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A Route Status

@ Network Settings
4G Modem
WAN Setting
LAN Setting
DHCP Setting
Wirsless
Time Reboot
Network Backup
Watchcat
Diagnosis

Load Balancing

[ Route Settings

# Service Manage
= VPN Service
® System

B Logout

Gene:

ral Settings

Network Backup

Enable [J

Ping IP address = 114.114.114.114

Main Link WAN v
Backup Link

None v

Backup Mode | Cold Backup e

>
=
2
I

-

Configure according to the table below.

SAVE & APPLY

General settings @ link management

Project

Explain

Default

Main Chain

You can choose “WAN”, “SIM1 or“WIFI".

WAN: using Wan as the main wired link

SIMT: use Sim1as the main wireless link

WIFI: use the WiFi client as the main wireless link

Note: WiFi links is onlyyavailable when WiFi client mode is
turned on. Please refer to "5.2" for details.

WAN

Backup Link

You can choose “WAN", "SIM1", "WIFI” or “NONE".

WAN: a wired link using Wan as backup

SIM1: wireless link using Sim1as backup

WIFI: wireless link using WIFI client as backup

Note: WIFI link is only available when WIFI client mode is
turned on. Please refer to "5.2" for details.

NONE: the backup link is not allowed

NONE

Backup Mode

Select "Cold Backup" or "Hot Backup"

Cold backup: the backup link is dialed online only when it is
switched

Hot backup: the backup link is always online

Note: hot backup is not applicable to dual sim card backup.

Cold Backup

Recovery Interval

When the backup link is used in cold backup mode, it

specifies how many minutes to wait to switch back to the

main link to detect whether the main link returns to normal. 0

means no active switchback.

Note: this function is displayed only when cold backup mode
is selected.

Abnormal Restart

Click the button to turn on/off the abnormal restart function.

OFF

WEB: www.seriallink.net

e-Mail:

info@seriallink.net




‘:—éf'f:’?seria"i“k® SLK-R602 Series Industrial 4G/3G Router

When enabled, the device will restart when no link is
available.

2.8 Watchcat

In the navigation bar "Network Setting" - "Watchcat", the network self-check function is disabled by
default, and the network self-check allows setting periodic restarts or restarts when the‘network is
abnormal.

If you need to activate this function, click Add, enter the configuration and click "SAVE & APPLY".

Route Statu
£ Rot e Watchcat
@ Network Settings

4G Modem
WAN Setting
LAN Setting

=
Wireless

Time Reboot

Netwark Backup SAVE & APPLY

Watcheat

A.Forced reboot delay: When rebooting the system the watchcat will trigger a soft reboot, Entering a non
zero value here, will trigger a delayed hard reboot if the soft reboot fails. Enter a number of seconds to
enable, use 0 to disable

B.Period: In periodic mode, it defines the reboot period. In internet mode, it defines the longest period of
time without internet access before a reboot is engaged.Default unit is seconds, you can use the suffix
'm' for minutes, 'h' for hours or 'd' for days

C.Ping host: Host address to ping

D.Ping period:How often to check internet connection. Default unitis seconds, you can you use the suffix 'm’

for minutes, 'h' for hours or 'd' for days

1.Reboot oninternet connection lost

2.Periodic reboot
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Operatingmoede  Periodic reboot e

Forced rebootdelay

Period

After adding and configuring, click "SAVE & APPLY" to take effect. To delete the configuration, just click
the "DELETE" button in the upper right corner, and then "SAVE & APPLY".

2.9 Diagnosis

Through network diagnosis, you can determine whether the router and the connected device can
communicate with each other, whether the device can access the nternet, and whether the device is
successfully connected to the VPN. It can also be used to test other aspects, and you can testit according to
your own needs.

Navigation bar "Network Setting" - "Diagnosis”.

Baidu, seriallink, 8.8.8.8: It is generally used to test whether the device can access the Internet. If it can
ping, it means the device can access the Internet. If it cannot ping, it means that the device cannot access
the Internet.

A Route Status

Diagnostics
@ Network Settings
el Netwaork Utilities
WAN Setting
LAN Setting | 8868 I
DHOP Settng Pt v |:| RSN scerouTE oo~

Wireless
Time Reboot
Network Backup

Watchcat

Diagnosis

Load Balancing

£ Route Settings

# Service Manage

= VPN Service

A System

Custom input box: generally used to test whether the connected device can be pinged.
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Route Statu: = =
L it Diagnostics

@ Network Settings
4G Modem Netwaork Utilities

WAN Setting

LAN Setting | 19216881 |
DHCP Setting 8888 v IPvd vm B GG ST  TRACEROUTE BUELECIERE NSLOOKUP

Wireless

Time Reboot

Network Backup .
Collecting data

Watchcat

8.1 (192.168.8.1): S

Diagy

Load Balancing

£ Route Settings

& Service Manage

= VPN Service

« System
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3 Firewall

3.1 Firewall on and off

The firewall is enabled by default. When doing DMZ and port mapping, you need to disable the firewall.
Steps to disable the firewall are in the navigation bar "Routing Setting"-"Firewall", select the firewall to
disable, and click "SAVE & APPLY".

A Routing Status Firewall

& Network Setting

Firewall | Disable b

™ Routing Setting

Routing Table

AL SAVE & APPLY

Port Mapping

DMZ

(A Application Manage
E VPN Service
€% Equipment Manage

[ Logout

3.2 DMZ setting

The DMZ function can map the WAN port-address to a host on the LAN side; all packets to the WAN
address will be forwarded to the destination.Set the LAN side host to achieve two-way communication. In
fact, a host in the intranet is completely exposed to the Internet and all ports are opened.lt is equivalent to
all port mapping. It is equivalentto using the public IP directly.

First, you need to disable the firewall.

A Routing Status Firewall

@& Network Setting

| Firewall

™ Routing Setting Disable - ‘ |

Routing Table

AR SAVE & APPLY

Port Mapping
DMZ

v Application Manage

= VPN Service

%% Equipment Manage

[2+ Logout

In the navigation bar, "Route Setting"-"DMZ", click Enable, set the ip address assigned by the lan port
to the connected device, and forward all the ports of the connected device, which can be directly accessed
through the ip address of the wan port.
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Check Enable.
Internal IP address: Fill in the ip assigned by the lan port to the downstream device or the ip of the

machine.

Routing Status DMZ

The DMZ host feature allows one local host to be exposed to the Internet for a special-purpose service

Network Setting

Routing Setting Configuration

Routing Table Enable

Firewall
Internal IP address = 172.31.1.104 v

Port Mapping

DMZ

Application Manage

View wan port IP Address:

Routing Status Network Configuration
Network Setting
WAN Configuration
4G Modem
) Status Uptime: Oh Om 235
WAN Setting (5| MAC-Address: 5C:B1:5F81:07EB
'g RX: 4857 KB (113 Pkis))

LAN Setting eth0 1. ; 5o kB (11 Pkts)

DHCP Setting

Wireless Protocol  DHCP address ~

Routing Setting

Application Manage

VPN Service

Through the device wan port ip,youcan access all the ports of the device just filled in.

< C A F=2£| 192.168.2.195)cgi-bin/luci B e

Language English b4

Authorization Required

Password
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3.3 Port Forwarding

Compared with DMZ, port forwarding is more refined control. Data packets sent to a certain port can
be forwarded to a certain host on the LAN side, and different ports can be transferred to different hosts.
First, you need to disable the firewall.

A Routing Status Firewall

@ Network Setting

. ) Firewall | Disable M
[ Routing Setting
Routing Table
Firewall SAVE & APPLY

Port Mapping

DMZ

r# Application Manage

Navigate to the "Routing Settings"-"Port Mapping" setting menu in the navigation bar, and enter the
"Port Forwarding" interface to configure.

Name: Specify the name of this rule, you can give a meaningful name.

Protocol: Specify the protocol to be forwarded, which can be TCP, UDP, or TCP/UDP.

Internal IP address: select the IP address that needs to be forwarded to the external network.

Internal port: the port to be forwarded by the downstream device.

External port: add this external port through the wan portip to access the downstream device

After configuration, click the "Add" button to add a forwarding rule. Click the "SAVE & APPLY" button to
make the rule effective.

Routing Status Port Forwards

i or lows rem omputers t ific co FOF Service wi rivate LAN.
@ Network Setting Port forwarding allows remote computers on the Internet to connect to a specific computer or service within the private LAN

Routing Setting Port Forwards

Routing Table Name Match Forward to Enable Sort
Firewall
Port Mapping This section contains no values yet

DMZ

r# Application Manage New port forward

= VPN Service MName HTTP

£5 Equipment Manage

B L Protocol TCP ~
ogout
Internal IP address 172.31.1.104 (SLK.Ian) b
Internal port 80
External port 500

SAVE & APPLY

After the addition is successful, there will be an additional port forwarding rule, click "Save & Apply" to
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make the rule effective.

Routing Status Port Forwards
Network Setting Port forwarding allows remote computers on the Internet to connect to a specific computer or service within the private LAN.

Port Forwards

Routing Setting

Routing Table Name Match Forward to Enable Sort

Firewall

IPva-tep
Port Mapping HTTP From any hostin wan IP 172.31.1.104, port 80in lan

Via any router (P at port 500
DMZ

Application Manage
New port forward

E VPN Service
) Name New port forward
Equipment Manage
Logout Protocol TCP+UDP ¥
Internal IF address v
Internal port
External port

SAVE & APPLY

View wan port IP Address:

Routing Status Network Configuration
Network Setting .
WAN Configuration

4G Modem

; Status Uptime: Oh Om 235
WAN Setting (5] MAC-Address: 5C:B1:5F81:07:EB

T RX: 48.51 KB (113 Pkts.)

LAN Setting ethD 1. 1 89 kB (11 Pkis)

) IPv4: 192 168 2. 195/24
DHCP Setting
Wireless Protocol  DHCP address b
Routing Setting
Application Manage SAVE & APPLY

VPN Service

Through the wan port ip: remote port number, you can access the port number opened by the port
forwarding device just configured.(access 192.168.2.195:500 through 172.31.1.104:80)
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C A F==2 | 192.168.2.195:500/cgi-bin/luci ma O

Language English v

Authorization Required

Password

3.4 Intranet penetration (frp)

Frp uses machines behind the internal network or firewall to provide http or https services in multiple
external network environments. For http and https services, it.supports domain-based virtual hosts and
supports custom domain name binding, so that multiple domain.names share a port 80; Use machines
behind the internal network or firewall to provide tcp and udp services in the external network
environment, such as accessing the host in the company's internal network environment through ssh at
home.

Frp mainly realizes the functions: the external network accesses the internal network machine
through ssh; the external network accesses the internal network machine through the public network
address plus the port number and the port forwarded by frp; the custom binding domain name accesses
the internal network web service.

The prerequisite for configintranet penetration is to ensure that the router can access the Internet. If
the router cannot access the Internetsthe intranet penetration cannot be done. Navigation bar "Equipment
Manage"-"diagnosis"; and disable the firewall, navigation bar "routing settings"-"firewall".

Ping Google on thediagnosticpage. If it can ping, it means that the device can go online.

A Routing Status Diagnostics

@ Network Setting

Network Utilities
[ Routing Setting

e || Google | www.googlecom [EEINe]
(A Application Manage

= VPN Service

£ Equipment Manage
Diagnosis
Date Time
Language Setting
Modify Password

Update Firmware

WEB: www.seriallink.net e-Mail: info@seriallink.net




‘:.::;:}i::Se['iﬂ"i“k® SLK-R602 Series Industrial 46/3G Router

Disable firewall:

A Routing Status

Firewall
@ Network Setting
{4 Routing Setting Firewall | Disable b
Routing Table
Firewall
Port Mapping

DMZ

r# Application Manage

Preparation before configuration:

(1) One public network server.

(2) Onerouter (arouterthat supports frp, thatis, 1intranet server).

(3) One domain name is bound to the public network server.

Frp client configuration is as follows:

(1) The client needs to add the server configuration first to connect to the server, the navigation bar
"Application Manage"-"Frpc", select the Servers, there is an‘empty server by default, you can click to
modify it directly, or You can directly delete and add one yourself.

A Routing Status
Settings Rules| Servers

@ Network Setting

Frpc - Frps Servers
™ Routing Setting P P

Y Applestion Meriags Alias Server Addr Server Port TCP Mux Sort

Dynamic DNS

s None 0000 7000 True . . EDIT J| DELETE
= VPN Service m

£ Equipment Manage

E» Logout SAVE & APPLY
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A Routing Status

Settings Rules Servers
@ Network Setting

Frpc - Frps Servers

™ Routing Setting

¢ Application Manage

Alias Server Addr Server Port TCP Mux Sort
Dynamic DNS
Frpc This section contains no values yet
E VPN Service on

£ Equipment Manage

E+ Logout SAVE & APPLY

(2) After clicking "Add" or "Modify", a page for Edit-Frps Server.will pop up:Configure it according to
the settings of the server. After the configuration is complete, click*"SAVE & APPLY".

Alias: Customize a frp server alias, which will be used whenusing the server.

Server addr, Server port, Token, Tcp mux Must be consistent with the server.

A Routing Status
Settings Rules  Servers
@ Network Setting

Frpc - Edit Frps Server
™ Routing Setting B B

rA Application Manage

Alias  fips
Dynamic DNS
Server addr
Frpe
E VPN Service Server port
% Equipment Manage Token = sesss @
E» Logout TCP mux

BACK TO OVERVIEW SAVE & APPLY

(3) After successful configuration, there will be aserver, click "SAVE & APPLY" to let the server run.
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A Routing Status

Settings Rules Servers
@ Network Setting

Frpc - Frps Servers

™ Routing Setting

(kAR pcation Manage Alias Server Addr Server Port TCP Mux Sort

Dynamic DNS

Frpc frps True DELETE

= VPN Service

£ Equipment Manage

E+ Logout SAVE & APPLY

(4) Next, enter the "Settings" page of "Intranet Penetration", start the frpc client, and configure
according to the following figure. After the configuration is completed, click "Save & Apply", and the
"Settings" page will appear after the configuration is completed The service is running"”, which proves that
the frp client has been started.

Enabled: Enable frpc service.

Server: Fillin the server alias you just customized.

Run daemon as user: One group is the default.choice, you can choose according to your needs.

Enable logging: Check according to your needs.

Click "SAVE & APPLY" after configuration.

A Routing Status Frp is a fast reverse proxy to help you expose a local server behind a NAT or firewall to the internet

@ Network Setting Not Running

™ Routing Setting
General Options ~ Advanced Options

rA Application Manage
Enabled
Dynamic DNS
Frpe Chentfile  /tmp/etc/frpe/frpe
E VPN Service
> Server frp:
% Equipment Manage s ¥
B Logout Run daemon as user  -- default -- v
Enable logging ()

SAVE & APPLY

The “Setting” page shows that itis running, indicating that frpc is started.
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A Routing Status

Settings Rules  Servers

@ Network Setting

Frpc - Common Settings

[ Routing Setting

Frp is a fast reverse proxy to help you expose a local server behind a NAT or firewall to the internet
(A Application Manage
Dynamic DNS

Frpc
5 General Options ~ Advanced Options

E VPN Service
Enabled

Equipment Manage
Chientfile  /tmp/ete/frpe/frpe
Logout

Server | frps o
Run daemon as user  -- default -- ~

Enable logging ]

SAVE & APPLY

(5) Next, enter the "Rules" page of "Intranet Penetration". The page itself has a rule. You can modify
this rule or delete this rule and add a new rule. The final effect of the two methods is the same.Choose to
modify the original rules or add new rules.

A Routing Status
Settings] Rules ervers

@ Network Setting

Frpc - Proxy Rules
™ Routing Setting P y

r# Application Manage
PP g Disabled Name Type Local IP Local Port Remote Port Sort

6000 - - EDIT DELETE

D E T

ssh TCP 127001

]
R

Frpe o

VPN Service

Equipment Manage

Logout SAVE & APPLY

(6) After adding, a "Edit Proxy Rules" page will pop up, and there will be different protocol types, and
different protocol types implement different functions.
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A Routing Status
Settings Rules  Servers

@ Network Setting

Frpc - Edit Proxy Rule

™ Routing Setting

rA Application Manage
Disabled (]
Dynamic DNS

Proxy Mame
Frpe

E VPN Service Type | TCP v

&% Equipment Manage Locat P | uDP
HTTP
HTTPS

B ngom Local port STCP

Remote port
Use encryption (]

Use compression (]

BACK TO OVERVIEW SAVE & APPLY

3.4.1 Add TCP proxy protocol

The TCP protocol supports ssh connection, and also supports forwarding the page port (usually port
80), and the page of the local device can be accessed through the public network: remote port.

On the "Edit Proxy Rules" page, configure as/shown below according to your needs. After the
configuration is complete, click "Save & Apply" and you will return to the "Proxy Rules" page. There will be
an extra rule on the page. Click "Save &" again. Apply” to make the rule effective, and finally through the
public network ip: port number (format: 111.111.111.111:6001 where 111.111.111.111 is the public network address) to
access the local port opened by the local device. You can add multiple tcp rules, just ensure that the remote
portis not the same. If the remote portis the.same as the previous setting, the latest one will overwrite the
previous one, and the previous rule will not take effect.

Disable: Checkit to disable this rule.

Proxy Name: Customize a Proxy Name.

Type: Choose TCP protocol.

Local IP: Fillin the IP of the device to be accessed remotely. The ip is mainly the ip address of the local
device or the ip address assigned by the lan port for the device connected to it.

Local port: Fillinwhich port to remotely access the device.

Remote port: Fill in a port number that is not used by the server, and you can access the Local port
opened by theinternal device through the public network ip and this remote port number.

Use encryption,Use compression: These two are checked according to your needs.

Click "SAVE & APPLY" after configuration.
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A Routing Status

Settings Rules  Servers

@ Network Setting

Frpc - Edit Proxy Rule

™ Routing Setting

f# Application Manage Disabled ()

Dynamic DNS
Proxy Name  tepl

Frpc
= VPN Service Type TCP -

€% Equipment Manage Local IP | 172.31.1.104

E+ Logout Local port 80
Remote port 6001

Use encryption []

Use compression [_]

BACK TO OVERVIEW SAVE & APPLY

After successfully adding a new rule, click "SAVE & APPLY"to make the rule effective.

A Routing Status
Settings Rules Servers
@ Network Setting

Frpc - Proxy Rules
[ Routing Setting B H

% Application Manage
ppl 9 Disabled Name Type Local IP Local Port Remote Port Sort

172.31.1.104 80 6001 EDIT DELETE

Dynamic DNS

~

Fipe (W] tepl TCP

VPN Service m

Equipment Manage

Logout SAVE & APPLY

Through the public network.ip: remote port, you can access the corresponding device's open port on
the public networki(that is, 111.111.111.111:6001 to access 172.31.1.104:80)

< c A FEe| 6001 /cgi-bin/luci m r O

Language English ~

Authorization Required

Password

You can add multiple tcp rules, and you need to ensure that the remote port number is not repeated
with the previous setting. If it is repeated, the previous rules will be overwritten and the previous rules will
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access the client by binding the local IP and port.

Disable: Checkiit to disable this rule.
Proxy Name: Customize a Proxy Name.
Type: Choose STCP protocol.

Local IP: Fillin the IP of the device to be accessed remotely. The ip is mainly the ip address of the local

device or the ip address assigned by the lan port for the device connected to it.

Local port: Fillin which port to remotely access the device.

SK: Set a password, which is needed when the client accessesiit.
Use encryption,Use compression: These two are checked according to'your needs.

Role, Server name, Bind addr, Bind port: These four parameters donot need to be filled in as the client.

Click "SAVE & APPLY" after configuration.

A Routing Status

@ Network Setting

™ Routing Setting

r# Application Manage

Dynamic DNS

Frpe
E VPN Service
£ Equipment Manage

B Logout

Settings Rules  Servers

Frpc - Edit Proxy Rule

Disabled (]

Proxy Mame stcpl

Type STCP

LocalIP  172.31.1.104

Local port = 4001

Use encryption [

Use compression [

Role

Server name

SK | slki00200

Bind addr

Bind port

L]

BACK TO OVERVIEW

Anew ruleis successfully generated, click "Save & Apply" to make the rule effective.

not take effect. You can connect to the device through ssh, the same is the public network ip: remote port
number (111.111.111.111:6000).

3.4.2 Add STCP proxy protocol

(1) STCP needs to configure the client and access terminal. Among them, 192.168.2.99 (the device
connected to the lan port) is used as the client, and the PC is the access terminal. The access terminal can

SAVE & APPLY
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A Routing Status

Settings Rules  Servers
@ Network Setting e

Frpc - Proxy Rules

[ Routing Setting

f&¥ifpplication Maride Disabled Name Type Local IP Local Port Remote Port Sort

Dynamic DNS

Frpe || tepl TCP 172.31.1.104 80 6001 . . EDIT DELETE

= VPN Service
O stepl STCP 172.31.1.104 4001 Mot set EDIT DELETE
£ Equipment Manage

[ Logout m

SAVE & APPLY

If the PC wants to be the access terminal to access the router's downstream equipment, it needs to be
afrpclient, and it is also the stcp protocol, but it must set the visitor role and bind the local address and port.
Windows frp files can be downloaded from the company's official website. After downloading, open the
frpc_602.ini configuration file for configuration.

frp 0.25.1 windows_amd64 v | O
A g% : EHaE — Hoh
[E] frpc.exe 2020-09-03 9:56 RFIER 9,962 KB
& frpcini 2020-09-07 12:52 EELE 2 KB
t2] frpe_B02.ini 2020-12-08 17:07 EEaE 1KB
5] frpe_fullini 2019-03-15 17:10 EEgE 7 KB
[E] frps.exe 2019-03-15 17:08 R 10,694 KB
5] frps.ini 2019-03-15 17:10 EESigE 1KB
& frps_full.ini 2019-03-15 17:10 EEigE 3 KB
; [ ] LICENSE 2019-03-15 17:10 prg s 12 KB
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| frpc_602.ini - iIB=& = O
MHHE REE B0 EEN EEH
H#Connect to the server
[common]
#Server public IP address
server addr=
#Server port
server_port=5443 3 : :
#The server provides a token for verification Consistent with public network server
token=slk100200
#Connect to the server through the tcp protocol
protocol=tcp
#Consistent with server configuration
tcp_mux=true
H#Prevent exit after a connection failure
login fail exit=false

#Connect client 1-192.168.2.99
[stcp1 visitor]

P protocol
type =stcp fill in stcp
5 a visitor

role=visitor] the role of the visitor should be configured as a visitor
#Agent name of client 1

server_name=stcpl | fill in the Proxy Name just set
ame as the SK of client 1

k=5k100200 |  fill in the SK set in the client section just now
#Bind the local address and port to access client 1
bind addr=127.0.0.1

bind_port=6006 access the client by binding local ip and port
™ C:\Users\Administrator\Desktop\frp_0.25.1 windows_amd64 v | O
& =& . e s e
- 7 [ frpc.exe 2020-09-02 2:56 REFEER 9,962 KB
3 Q_Ej frpc.ini 2020-09-07 12:52 [=etad 2 KB
] frpe_602.ini 2020-12-16 10:44 [ = 1KB
»: =] frpe_fullini 2019-03-15 17:10 EEizE 7 KB
# (& frps.exe 2019-03-15 17:08 s == 10,604 KB
5] frps.ini 2019-03-15 17:10 == 1KB
5 frps_fullini 2019-03-15 17:10 Eé’ti““ 3KB
u LICENSE 019-03-15 17:10

od C: \Users\Adm|n|strator\Desktop\frp 0 25 1 windows amd64

PRt
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Use the shortcut key "win+R" and enter "cmd" to quickly open the cmd command line.

J iBfT Pt

Windows RHRIE(RArE MR, B TTHENRIERS.
= Iof=E. AL Internet EHE,

ﬂﬂ@: LT
$ sEsEmRaEmEsS,

=E Eis HEE(E)...

Enter in the command line: “cd C:\Users\Administrator\Desktop\frp_0.25.1_windows_amdé4”, then
enter “frpc.exe -cfrpc_602.ini".

B EES C\Windows\system32\cmd.exe = O ®

mdfd

B EEEES: C\Windows\system32\cmd.exe - frpcexe -c frpc_602.ini e m} >

ver udp port [0]

Accessthe client according to the local address and port bound by frpc_602.ini
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i 55COM V5.13.1 Serial/Net data debugger, Author:Tintin, 2618058@qgqg.com - | 4

PORT COM Settings Display Send Data Multi Strings Tools Help EE{EE PCBITE

[18:20:14. 047]0UT—3 {"Status”: “Get”, “Hame": "4GIP 101
[18:20:14. 099 ]IH<#{"Status"; "Get”, "Hame": “4GIP"]
[15:20:14. 503 ]OUT—<> {"Statu=": "Get”, “Wame™: “"4GIF"10]
[158:20:14. 5651 JIH=# {"Statns™: "Get”, "Hame”: "4GIF"}
[18:20:14. 235]0UT—= {"Status": “Get”, “Hame™: “4GIF"} 0
[15:20:14. 931 ]I {"Status": "Get”, "Hame": “4GTF"}
[15:20:158. 480 ]OUT—+> {"Status": “Get”, “Name™: “4GIF"}O0
[18:20:15. 53] IH~9{"Status"; "Get”, "Hame": "4GIP"]

| Clear]]atBJ DpenFileH Send.'hlel Stop lClearSenJr‘ DHTDIJJ_ Engllsh Sa\reConﬂgi E}{TJ —_
Comen]TCPClient . = [ H:E}{Sl'u:-w Savelata r RecewedToF11e [ SendHEX [ SendEvery alali] I'HSI“TIITIT‘_ AddC¥LE _j
Remotj'lz?ﬂﬂ'l |EDDE ’!lr“ Show Time and Facke OverTime:|20  ms HorBytesToiﬁEE - 'f'erlf}qNDﬂE lJ

Local|1921581DDEE ~7er Disco [1{"5tatus": "Get”, "Hame™: "461E"}

b4 T B s E——1_‘_71!_11_11_ :
:liﬁ-ﬁqiﬂﬂﬁ_&ﬁdf‘ S B :

(2) Ifthere are two routers, one router wants:to remotely access the other router or the downstream
equipment of the other router, then one will be the stcpiaccess terminal and the other will be the stcp client.
The configuration is as follows

(1) Configure the client

Add new rule

Disable: Check it to disable this rule.

Proxy Name: Customizea Proxy Name.

Type: Choose STCP protocol.

Local IP: Fillin the IP.of the device to be accessed remotely. The ip is mainly the ip address of the local
device or the ip address assigned by the lan port for the device connected to it.

Local port: Fillin which port to remotely access the device.

SK: Set a password, which is needed when the client accessesiit.

Use encryption,Use compression: These two are checked according to your needs.

Role, Server name, Bind addr, Bind port: These four parameters do not need to be filled in as the client.

Click "SAVE & APPLY" after configuration.
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A Routing Status

Settings Rules  Servers

& Network Setting

Frpc - Edit Proxy Rule
™ Routing Setting B ¥

r# Application Manage
PP g Disabled (7]

Dynamic DNS
Proxy Name  stcpl

Frpc
E VPN Service Type = STCP v
% Equipment Manage Local IP  17231.1.104
B Logout Local port 4001
Use encryption (]
Use compression []

Role

Server name

%)
Ed

slk100200

L]

Bind addr

Bind port

BACK TO OVERVIEW SAVE & APPLY

Anew ruleis successfully generated, click"Save & Apply" to make the rule effective.

A Routing Status
Settings Rules  Servers
@ Network Setting e

Frpc - Proxy Rules
[ Routing Setting B L/

f&¥ifpplication Maride Disabled Name Type Local IP Local Port Remote Port Sort

Dynamic DNS

Frpe [} tcpl TCP 172.31.1.104 a0 6001 . . EDIT DELETE
VPN Service
O stepl STCP 172.31.1.104 4007 Not set EDIT DELETE

Equipment Manage

Logou =

SAVE & APPLY

@) Configure access point

The binding address can be the ip address of your own machine, or the ip assigned by the lan port to the
connected device.

Disable: Checkiit to disable this rule.

Proxy Name: Customize a Proxy Name.

Type: Choose STCP protocol.

LocalIP, Local port: These two do not need to be filled in as the access point.

Role: The role of the visitor should be filled in "visitor".
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Server name: "Proxy Name" set by the client.

SK:Fillin the "SK" set by the client to be consistent

Bind addr, Bind port: Bind the ip and port of the machine, the client can be accessed through this ip and
port.

Use encryption,Use compression: These two are checked according to your needs.

Click "SAVE & APPLY" after configuration.

A Routing Status
Settings Rules Servers
@ Network Setting

Frpc - Edit Proxy Rule

[ Routing Setiing

rh Application M
ppliication Manage Disabled ()

Dynamic DNS
Proxy Name  stcpl_visitor

Frpe
E VPN Service Type  STCP v
Equipment Manage Local IP
fago Local port
Use encryption []
Use compression [_]
Role  visitor

Server name  stepl

5K

)

Bind addr 1921682 20

Bind port 6007

BACK TO OVERVIEW SAVE & APPLY

Anew ruleis successfully generated, click "Save & Apply" to make the rule effective.

A Routing Status
Settings Rules  Servers
& Network Setting

Frpc - Proxy Rules
™ Routing Setting £ 1

¢ Application Manage
PP g Disabled Name Type Local IP Local Port Remote Port Sort

Dynamic DNS

Frpc [} stepl_visitor STCP ? ? Not set - - DELETE
= VPN Service m

£% Equipment Manage

E Logout SAVE & APPLY

Access the client through the bound ip address and bound port of the access terminal.
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i SSCOM V5.13.1 Serial/Net data debugger,Author:Tintin, 2618058@gqg.com - O x

PORT COM Settings Display Send Data Multi Strings Tools Help EBEE{EE PCBITE

[18:19:16 60T]OUT—+<> [ "Statns": “Get”, "Name™: "46IE 100
[18:19:16. 705]TH-4 ["Status”: "Get”, “Nane™: "4GIF"}
[18:19:17. 190]0UT =+ {"Status " Get “Hame": "4GIP"10]
[18:19:17. 206 ] TH+4 ["Status”: "Get”, “Nane™: "4GTIF"}
[18:19:17. 639 ]0UT—+<{™ Status : Get “Hame": "4GIP"10]
[183:13:17. 720]TH—4 ["Status": "Get”, “Hame": "4GTF"}

_Clear]]ata] OpenFile 1 SendFile{ Stop 1C1ear5enlir- DnTDIﬂ_ Engliih Sa\rel:onfig,l E}{T] -]
‘omHm.TCPClient . = [~ 1E¥Show  SaveData ([ Rece1vedToF1le l— SendiEX [ SendEvery:|500 ms/Tim[ AddCrLE _3

Temat 192168 220 BOOY oot ¥ Show Time and Facke OverTime:|20  ms NorﬁytesTOIE{EE vj'ﬂ'erlfy*NDl"lE Li

T

Loval| 192 168.100.68 _v]|777  Disoons || Stetus’: Get”, "Hane”: "4GIF"}

ATEEEESSORE [Ty |
Eirsme orsEes (LS )

3.4.3 Add UDP proxy protocol

The UDP protocol is used to transmit a large amount of data. The port of the connected device needs to
support the udp protocol. Open the port that supports the udp protocol to the public network, and then data
can be transmitted through the public network plus the remote port number. Multiple udp protocol rules
can be configured.

Disable: Checkit to disable this rule.

Proxy Name: Customize a Proxy Name.

Type: Choose UDP protocol.
Local IP: Fillin the IP.of the device to be accessed remotely. The ip is mainly the ip address of the local

device or the ip address assigned by the lan port for the device connected to it.

Local port: Fillinwhich'port to remotely access the device.

Remote port: Fill.in'a port number that is not used by the server, and you can access the Local port
opened by the internal device through the public network ip and this remote port number.

Use encryption,Use compression: These two are checked according to your needs.

Click "SAVE & APPLY" after configuration.
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A Routing Status

Settings Rules Servers

@ Network Setting
Frpc - Edit Proxy Rule

[ Routing Setting

& Application M
pplication Manage Disabled ()

Dynamic DNS
Proxy Name  udpl

Frpe
VPN Service Type UDP v

Equipment Manage Local IP  172.31.1.100

Logout Localport 4001
Remote port 606

Use encryption (]

Use compression (]

BACK TO OVERVIEW SAVE & APPLY

Anew ruleis successfully generated, click "Save & Apply" tomake the rule effective.

A Routing Status
Settings Rules Servers
@ Network Setting

Frpc - Proxy Rules
™ Routing Setting P ¥

(v Application Manage
PP g Disabled Name Type Local IP Local Port Remate Port Sort

Dynamic DNS

Frpc (] udp1 UDP 172.31.1.100 4001 606 . EDIT |l DELETE
VPN Service m

Equipment Manage

Logout SAVE & APPLY

Select the udp protocol, use the public network ip and remote port to access the router's downstream
equipment.
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Ik sscom vs.13.0 SO/MELEEERE 55 78F T T,2618058@qq.com. QOE: 52502449(85F %) — O b
B0 sSORE B %= =F@s QN IE &8 BEEEE PCBIE

[10:00: 26, 44615 = Fdospj efsddzer 0
[10:00:26. 462 |r+—4@ fdosp)ef=ddzers
[10:00:26. 766 %> fdospy efsddger 0
[10:00:26. 790 ]9 fdospigf=ddzer e
[10:00:27. 206 |92 =< Fdasp) efsddzer 200
[10:00:27. 230 7+ @ fdospgf=ddgerg

_sman | s | — muwer| B | EEEw (T BE T Edn_igess 1R -
OIS [ — ~|rmen g [T SRSHERSA T mosE T emEE: 1 oK T IEERGT
i | 06 - |V iEBesaeT. @ wEl 39 5[EE <[k e -

R [ TIZTeE TOUEE 777 Bh ||cdespigtzddgers

Pl el e—
BEERRTOEEES )

3.4.4 Add HTTP proxy protocol

For http and https services, it supports domain-based virtual hosts, and supports custom domain
name binding, so that multiple domain names share a port 80, and access intranet web pages through
custom domain names. Multiple http.rules can be configured, and can be accessed directly through a
custom domain name. After_the configuration is complete, you can access the corresponding web page
through the custom domain name plus the http penetration port provided by the server (vhost_http_port).

Disable: Checkiit to'disable this rule.

Proxy Name: Customize aProxy Name.

Type: Choose HTTP protocol.

Local IP: Fillin the IP of the device to be accessed remotely. The ip is mainly the ip address of the local
device or the ip address assigned by the lan port for the device connected to it.

Local port:Fillinthe web port number of the device

Use encryption,Use compression, HTTP user, HTTP password: These four are checked according to
yourneeds.

Click "SAVE & APPLY" after configuration.
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A Routing Status

Settings Rules Servers

& Network Setting

Frpc - Edit Proxy Rule
™ Routing Setting B Y

r# Application Manage
PP 9 Disabled (]

Dynamic DNS
Proxy Name  httpl

Frpe
= VPN Service Type HTTP v
% Equipment Manage Local IP  17231.1100
E LOgom Local port 20
Use encryption
Use compression
HTTP user
HTTP password

Subdomain

Custom domains  openl.frpl.sifangtx.com

BACK TO OVERVIEW SAVE & APPLY

Anew ruleis successfully generated, click "Save /& Apply" to make the rule effective.

A Routing Status
Settings Rules Servers
@ Network Setting =

Frpc - Proxy Rules
™ Routing Setting & L

r# Application Manage
ppl 9 Disabled Name Type Local IP Local Port Remote Port Sort

Dynamic DNS

Frpc (] http1 HTTP 172.31.1.100 a0 Not set - . DELETE
= VPN Service m

£ Equipment Manage

B+ Logout SAVE & APPLY

Browser login openwrtl.frpl.sifangtx.com:8080 to enter the client routing management page, where
8080 port is' the vintranet penetration port provided by the server (ie vhost_http_port), and
openwrtl.frpl.hytera.com is a custom domain name.Multiple http rules can be configured in this way, and
the custom domain names need not be the same.

4 /PN (Virtual Private Network)

When configuring VPN, you need to disable the firewall first. No matter which VPN you use, you need to
disable the firewall first.
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A Routing Status Firewall

& Network Setting

. ) Firewall | Disable Pt
[ Routing Setting
Routing Table
Al SAVE & APPLY

Port Mapping

DMZ

(# Application Manage

4.1 PPTP VPN

In the navigation bar "Virtual Private Network"-"PPTP VPN", select Enable, fill in.the server address,
fillin the user name and password according to the server settings, and click "Save & Apply".

A Routing Status PPTP Client

@ Network Setting Configurable PPTP access to VPN

™ Routing Setting p— Uptime: Oh Om 18s
&  Rx:-8400B (6 Pkts)

& Application Manage pptp-pptp TX: 116.00 B (7 Pkts.)

IPv4: 192 168.0.234/32

E VPN Service

Enable
PPTP VPN
LZTP VPN Server Address
Sl Username  slk
£% Equipment Manage
Password  ssssssass &
[ Logout
Metric 8

SAVE & APPLY

After the connection issuccessful, an address assigned by the server will appear in the status bar.

4.2 L2TP VPN

In the navigation bar "Virtual Private Network"-"L2TP VPN", select Enable, fill in the user name and
password according to the server settings, and click "Save & Apply".
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Routing Status L2TP Client

Network Setting Configurable L2TP access to VPN.

Routing Setting Applying changes

14,
- fetc/config/network

Application Manage

VPN Service
T 1 \
Status &  RX 0.00B (0Pkis)
BTN [2tp-l2tp TX: 0.00 8 (0 Pkis)
L2TP VPN
Enable
OpenVPN
13 Servi e
Equipment Manage Server Address
Logout Username  slk
Password al
Metric 9

SAVE & APPLY

After the connection is successful, an address assigned by the'server will appear in the status bar.

Routing Status L2TP Client

Network Setting Configurable L2TF access to VPN.

Routing Setting Status Uptime: Oh Om Ts
@ RX: 54.00 B (3 Pkis.)

B4 00

Application Manage 12tp-12tp IX
IPv4: 192.168.10.10/32

VPN Service
Enahle

PPTP VPN

L2TP VPN Server Address 106.55.45.169

OpenVPN Username  slkl

Equipment Manage

Password

&

Logout
Metric 9

SAVE & APPLY

4.3 OPENVPN

Navigation bar "Virtual Private Network"-"openvpn®",

Choose tun or tap as you are using on the server.

Connecting to a TCP or UDP server depends on your server config.

If your server IP is 123.123.123.123 1194 as remote port ,then fill port with 1194 and complete remote with
123.123.123.123 1194

Separately upload the corresponding files including ca.crt ,client.crt and client.key

Click "SAVE & APPLY" after all configurations are consistent with the server
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A Routing Status OpenVPN Settings

@ Network Setting

- . | General Settings | Advanced Settings
[ Routing Setting

Status Uptime: 0h Om 36s

 Application Manage 3] MAC-Address: 00:00:00:00:00:00
RX: 0.00 B (0 Pkts.)

tun0 F
= - TX: 464.00 B (6 Pkis.)
E VPN Service A
IPv4: 10.8.0.2/24
PPTP VPN
Enable
L2TP VPN
OpenvPN dev  tun v
£ Eguipment Manage
proto udp v
[ Logout
port 1194
-
remaote 1194 a

. &

Uploaded File (1.16 KE‘.J-

cert _
Uploaded File (4.37 KB)
Uploaded File (1.66 KB)

SAVE & APPLY

Checkrelink to indicate that you can disconnect and reconnect the server after restoring the networ.
Other configurations are supposed to consistent with the server configuration.

verb is the log output verbosity, the higher the verbosity, the more detailed the log content.

We disable comp_lzo by default,if you configure it as yes on your server,choose yes.

Selet serverin optionremote_cert_tls.

If you want to communicate between clients,click client_to_client.

SAVE & APPLY.
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Routing Status OpenVPN Settings
Network Setting
_ ) General Settings | Advanced Settings
Routing Setting
o relink
Application Manage
= VPN Service
verb 3 v

PPTP VPN

L2TP VPN

auth SHA512
OpenVPN

Equipment Manage

cipher  AES-256-CBC

Logout
comp__lzo | disable 2
remote cert tls  server v
nobind
client

client_to_client )

SAVE & APPLY

After the connection is successful, an address assigned by the server will appear in the status bar.
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Routing Status OpenVPN Settings

Network Setting

General Settings  Advanced Settings

Routing Setting

Status Uptime: 0h Tm 38s

Application Manage 3] MAC-Address: 00:00-:00:00-00:00
; ~ RX:1.00KB (13 Pkts)
uni _ ¥R (13 Pkts }

VPN Service TX: 1.09 KB (13 Pkts.)

1Pv4: 10.6.0.2/24

PPTP VPN

Enable €2
LITP VPN
OpenVPN dev  tun v
Equipment Manage
proto | ud i
Logout b
port 1194
remote 1194 7]

ca
Uploaded File (1.16 KD)
cert
Uploaded File (4.37 KB)
&)
Uploaded File (1.66 KB) @

SAVE & APPLY

5 Basic Management (Device Management)

5.1 Date Time

The default ‘time synchronization is enabled. If necessary, you can change the NTP server to
synchronize the time of the server.
Navigation bar "Equipment Manage"-"Date Time"
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A Route Status

NTP time server

@ Network Settings

After the wireless gateway is powered off, the date and time settings are not saved. Enable the Sync from netwark function to keep the date and time current
[ Route Settings

fh Service Manage Synchronize browser time

= VPN Service Local Time 2023-06-06 10-22°06 [EINRRNENS ]

# System Timezone  Asia/Shanghai v

Date Time

Language Setting

Modify Password Time synchronization

Backup File

Enable NTP client
Update Firmware

Factory Reset NTP server g jede pool.ntp.org

Reboot

B Logout

SAVE & APPLY

5.2 Language Setting

Change the language displayed on the page according to your needs. You can choose English or
Chinese and changeiitin the navigation bar "Device Management"-"Language Settings".

A Route Status

Language Setting
& Network Settings
[ Route Settings Language Setting
f# Service Manage Language | English v

= VPN Service

K System

Date Time [ SAVE & APPLY

Language Setting

5.3 Backup File

The backup function.can be used to generate device configuration files and download them
locally.

Route Status

Backup File
Network Settings

= Backup
Route Settings
Click "Generate archive" to download a tar archive of the current configuration files

Service Manage

VPN Service Download backup: [Rejaila:tyy F ;w1\ =S

Restore
System
To restore configuration files, you can upload a previously generated backup archive here
Date Time
Language Setting Restore backup” | 64 | RIBFERS UPLOAD ARCHIVE...

Modify Password

Backup File
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The downloaded configuration file is as follows.

T Bl Q = £

i backup-5LK-2023-03-21.targz
=

The recovery function restores device configuration through local configuration files, and during the
recovery process, the device will restart.
Backup File

Backup

Restore

A _

Ta restore configuration files, you can upload a previously generated backup archive here.

Restore backup: I ‘ SETE |ba-:ku;-:‘;l_i(-__23--36-06.ia|.gz | UPLOAD ARCHIVE. . ‘

5.4 Upgrade firmware

Navigation bar "Equipment Manage"-"Upgrade Firmware", Uncheck “keep setting”, select the file and
click "UPDATE". After uploading, a page with.MD5 verification code will appear. Click "Execute" to upgrade.
The upgrade will take a certain amount of time, about 1~ 2 minutes, after the upgrade is complete, log in to
the page again through "192.168.2.1".

finautsSans Flash operations

& Network Settings

™ Route Settings Flash new firmware image

s" to retain the current configuration (requires a compatible firmware image}

e the running firmware. Check

f# Service Manage

& System
Image | IR | R |

Date Time

Language Setting
Modify Password
Backup File

Update Firmware

A Route Status Flash Firmware - Verify

@ Network Settings The flash image was uploaded. Below is the checksum and file size listed, compare them with the original fila to ensure data integrity.
Click "Proceed” befow to start the flash procedure.

[ Route Settings

Checksum

 Service Manage MD5: £3342d5738e79f4cb980c9a0balb3df 7

SHAZ56: 2301979ecB5adf 2odde39cle7d1d09e401218a842hf cBach1 40e62858038a044
_ Size: 7.50 MB (14.69 MB available)

E VPN Service Configuration files will be kept.

¢ System
- canceL | PROCEED
ate Time
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5.5 Factory Reset

Factory reset is generally when the device fails to enter the device page, or there are many function
settings, when you want to reset, you can restore the factory settings, the navigation bar "Equipment
Manage"-"Factory Reset", Click "Execute Reset" to restore the device to factory defaults.

A Route Status Factory Reset

@ Network Settings

™ Route Settings
Reset to defaults:| g RS a

h Service Manage
= VPN Service

® System
Date Time
Language Setting
Modify Password
Backup File
Update Firmware

Factory Reset

5.6 Device restart

The device can be restarted through the page, the navigation bar "device management"-"restart", click
"execute restart” to restart the device.

You can also set the scheduled restart. To set the scheduled restart, you need to check "Enable”, and
click "SAVE & APPLY" after setting the time.

A Route Status Device Reboot

SRl noxic Setling= Configure Device Reboot

™ Route Settings

f# Service Manage
GESEURLIA PERFORM REBOOT

E VPN Service

“¢ System
e -I
Language Setting
Maodify Password i
Backup File d 4 5’

Update Firmware

Factory Reset

Reboot
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5.7 Page Exit

Click "Exit" to exit the page.

A Route Status

@ Network Settings
™ Route Settings
# Service Manage

VPN Service

System

Logout
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